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ABSTRACT

By applying artificial intelligence to image editing technology, it has become possible to generate high-quality images with
minimal traces of manipulation. However, since these technologies can be misused for criminal activities such as
dissemination of false information, destruction of evidence, and denial of facts, it is crucial to implement strong
countermeasures. In this study, image file and mobile forensic artifacts analysis were conducted for detecting image
manipulation. Image file analysis involves parsing the metadata of manipulated images and comparing them with a Reference
DB to detect manipulation. The Reference DB is a database that collects manipulation-related traces left in image metadata,
which serves as a criterion for detecting image manipulation. In the mobile forensic artifacts analysis, packages related to
image editing tools were extracted and analyzed to aid the detection of image manipulation. The proposed methodology
overcomes the limitations of existing graphic feature-based analysis and combines with image processing techniques,
providing the advantage of reducing false positives. The research results demonstrate the significant role of such methodology
in digital forensic investigation and analysis. Additionally, We provide the code for parsing image metadata and the
Reference DB along with the dataset of manipulated images, aiming to contribute to related research.
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Fig. 1. Original image (Left) and edited image
with the person object removed (Right)

Fig. 2. Original image (Left) and edited image

where the original background has been
removed and replaced with another one (Right)
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Fig. 3. Image manipulation category
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Table 1. Image editing tools information
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APP Corp. Version Package Function
2.19.1.3030 . Object
Snapseed Google LLC 51494 com.niksoftware.snapseed Removal
Meitu Meltp(@hma) 9.7.5.5 com.mt. mtxx. mtxx Object
Limited Removal
Remove . Object
Unwanted Object BG.Studio 1.3.8 vn.remove.photo.content Removal
SnapEdit SnapEdit 3.4.1 snapedit.app.remove Object
Team Removal
Adobe ) Object
Photoshop Fix Adobe 1.1.0 com.adobe.adobephotoshopfix Removal
Photoshop Adobe 8.8.17 com.adobe.psmobile Object
Express Removal
Samsung com.sec.android.mimage. Object
Photo Editor Samsung 3.0.25.33 photoretouching Removal
removebg Kaleido Al 1.1.4 bg.remove.android Background
Removal
Background InShot 2.122.33 photoeditor.cutout.backgrounderaser Background
Eraser (Inshot) Removal
Background . Background
Eraser (handy) handy Closet 4.1.0 com.handycloset.android.eraser Removal
Photo Studio KVADGI’OI}D 2.6.2.1178 com.kvadgroup.photostudio Background
App Studio Removal
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Table 2. Post-processing functions and save methods considered for generating manipulated images

APP Setting Values Save Methods Samples
[mage Size Save, Export
(800, 1366, 1920, 2000, 4000, No Resizing) » XPOTR,
Snapseed . Export to another 539
Format & Quality folder
(JPG 100%, 95%, 80%, PNG)
. Image Quality .
Meitu (UHD. Standard) Save, Quick Save 44
Remove
Unwanted - Save 11
Object
SnapEdit - High, Standard 22
Adobe Photoshop - Save to Gallery 11
Fix
Image Size
Pgiti};‘;p (600x800, 1125x1500, 1500x2000, Save 66
P 300x4000,No Resizing, Square)
Samsung Image Size Save, 1
Photo Editor (20%, 40%. 60%. 80%. No Resizing) Save as another file
removebg - qunlgad 110
(preview image)
Background Image Size
Eraser (Inshot) (1080, 1920) Save 22
Background Smooth Edge
Eraser (handy) (0, 1, 2, 3. 4, 5) Save 66
. Image Size
Photo Studio (Normal, Small, No Resizing) JPG. PNG 66
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3.2.1 Exif (Exchangeable Image File Format)

Exif(Exchangeable Image File Format)%
JPEG 3t ol E3rsl F71A el weldlole] %

3.2.2 DQT (Define Quantization Table)

DQT(Define Quantization Table)+ JPEG
g ZdelA oW 4EES AAIE FAkS)
glo]Eolt}, o] Ho]E-2 8x8 7|9 A4 wldE %
=9 DCT(Discrete Cosine Transform)E 4
B AFE A& JA E59 AGTE FHAsksle dl
AHSEIYE DQTE dubd o2 gir]e} Aol digtk 2
A ElelER FAEY, ol szt 2l 2 AEA
°ﬂ/‘i 4‘“5‘ g ole e vAE AR el
T (14,15). o]=lgt B4 oA HA =45
*—1“5’0‘}—‘:‘1]"11—‘5 A4 = ik olvA] HA ==
olw|z] dejelE ZAAs3sr] fl&l 54 DQTE A3t
h=R=8 o]u];(]g] U]_xlﬂl— ;‘4;1_] tr.l le— o;]B:n’_ A]a‘g_g]_
= 7I1EHeE &89 4 glth Table 4. 234
olulx] dle|ejAle] A AR, o|v|A] HA E-of

Table 4. Representative DQT used by image
editing tools

= dekich o] Are YAY szl é“}ﬁ{*— APP DQT
‘13:' T/]Z]Eé 7]711 %oé]% A]—}‘(loﬂ ‘:Hé{_}‘ “““‘?‘ 7(5]1% Luminance (ID: 0, Length: 67)
. . Snapseed DQT,Row#0 1 1 1 1 1 1 1 1
HAL ol oA HA e dAlE oviAle A P parrewe] 1 1 1T 1T 1 1 1
o] Zg]Alo| e A2YAE Exifel WA FHH o= barRew#2 1 1 1 1 1 1 1 1
_ DQLRow#3 1 1 1 1 1 1 1 1
3l oAl 24} N5 A 4 9lrh. Table 3. Meitu paTRow#s| 1 1 1 1 1 1 1 1
_‘% Ele‘)ﬂ /\]:U/]Z']E 1,].7]1—‘: ]u];q yﬁxt} EIIL% H DQT, Row #5 11 1 1 1 111
pDaLRow# 1 1 1 1 1 1 1 1
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i‘] BE_“:—\: 4;] Zqi E],o]g‘j} 2~ ]X‘lu‘l_ }\]_%]_01 %7_“ Eraser DQT, Row #2 1 1 1 1 1 1 1 1
, pDaLRow# 1 1 1 1 1 1 1 1
245 4= 9ltl= whdo] EA)gkc) (Inshot) DQTRow# | 1 1 1 1 1 1 1 1
pDaLRow#s 1 1 1 1 1 1 1 1
Photo DaT,Row#6 1 1 1 1 1 1 1 1
Table 3. Exif containing signatures Studio DQT.Row#7 | 1 1 1 1 1 1 1 1
APP Exif [ (ID: 0, Length: 67)
- Remove DQTRw# 3 2 2 3 5 8 10 12
Snapseed Software : Snapseed 2.0 Unwanted DQTRw# | 2 2 3 4 5 12 12 11
. Artist : Meitu ObJeCt DQT, Row #2 33 3 5 8 11 14 1
Meitu Software @ Meitu 9755 ParRowds| 3 3 4 6 10 7 16 12
: DQT,Row#4 4 4 7 11 14 22 21 15
Remove ) DQT,Row#5 5 7 11 13 16 21 23 18
Unwanted Software : AdvaSoft DaT,Row#6 10 13 16 17 21 24 24 20
Object TouchRetouch 3 Bdit DQT,Row#7 | 14 18 19 20 22 20 21 20
nap Chrominance (ID: 1, Length: 67)
Photoshop Software : Adobe Photoshop DQT,Row#0 3 4 5 9 20 20 20 20
Express Express (Android) DQT, Row #1 4 4 5 13 20 20 20 20

1) https://github.com/allinonee/Manipulated-Ima
ge-Dataset

DQT, Row #2 5 5 11 20 20 20 20 20
DQT, Row #3 9 13 20 20 20 20 20 20
Photo DQT,Row #4 20 20 20 20 20 20 20 20
Studio DQT,Row#5 20 20 20 20 20 20 20 20
DQT,Row#6 20 20 20 20 20 20 20 20
DQT,Row #7 | 20 20 20 20 20 20 20 20
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Table 5. Edited images filename analysis
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Background
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Table 6. Information that can be confirmed by image editing tool (The triangle shape indicates that
only the most recently edited record can be checked)
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Fig. 8. Original image identification path when
using ‘Save’ function Fig. 9. Cache file with JPEG signature



AHR 533 =wA] (2023, 8) 681

Fig. 10. Image editing tool that even caches
gallery images (red borders)
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Fig. 11. Methodology for image manipulation detection

Fig.
analysis

12. Examples of object removal and noise
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